
Form doesn’t have to 
‘follow’ function
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A shift in focus for terror organisations over recent
years has seen vehicles become one of the main
weapons of attack. Local authorities and govern-
ments have mostly opted for large, imposing 
concrete barriers and metal barricades to protect
people which, while effective, have the knock-on
effect of creating a fortress-like feel to public
spaces. Jaz Vilkhu, Managing Director of Marshalls
Landscape Protection, believes there’s a fine 
balance between keeping the public safe and 
preventing a feeling of fear.

While keeping the threat of terror at bay is under-
standably front of mind for those tasked with 
protecting the public, addressing the issue of
unnerving people and the feeling of imminent
threat should also be a priority. In her study, Invis-
ible Security: The Impact of Counter-Terrorism on
the Built Environment, Rachel Briggs says of the
unintended consequences of specifying to secure
cities: “It has been argued that ‘security’ has
become the justification for measures that
threaten the core of urban social and political life,
from the physical barricading of space to the
social barricading of democratic society, and that
rising levels of security in cities will reduce the
public use of public space.”

Despite this, the majority of defences we’ve seen
installed in public places have been physically
imposing and had the effect of making a space
feel like a fortress. This is a problem urban designers
need to address by working to ensure that pro-
tection is integrated in a way that doesn’t change
how people feel about town and city centres. 

Fortunately, this approach is starting to gain more
and more traction. Research conducted by 
Marshalls and IFSEC Global showed that 79% of
architects and security experts said the number of
projects requiring aesthetically focused perimeter
protection has increased in the past three years,
while 72% believe the market needs more of
these products.

It’s clear there’s a demand for products that keep
the public safe without unnerving them. Jon 
Coaffee, Professor of Urban Geography at the 
University of Warwick, argues that design inter-
ventions can be effective by limiting access to
vehicles seeking to target public places. This is
accomplished by installing security features that
are as unobtrusive as possible but have Hostile
Vehicle Mitigation functionality built within. 

A range of products already exist that can help
implement this approach. Landscape Furniture,
such as planters, seating, litter bins and lighting
columns, can be installed with PAS68/IWA 14.1-cer-
tified cores incorporated. This is the latest Publicly
Available Specification for products used to assist
in terrorism prevention specifying a classification for
vehicle security barriers and their foundations when
subjected to impact. With the strongest specifica-
tion available, these can stop a 7.5-tonne articulated
lorry travelling at 50mph. Additionally, subtler design
alterations can help reduce the speed a vehicle
can gather in a built-up environment. Chicanes,
small bends in the road and width-restricted lanes
can be used to prevent a vehicle building up speed
and mounting the pavement. 

The psychology behind keeping
the public safe from vehicle attacks
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Aside from the obvious upside of protecting the
public from hostile vehicle attacks, these products
and design approach prevent people from fearing
frequenting a space and creating a feeling of an
area being under attack. Without these benefits,
businesses will be hit hard by the noticeable 
drop in footfall in urban areas and there will be a
risk that the feeling of being under siege will be
normalised.

Marshalls takes a multi-layered, holistic approach
to protecting people – Deter, Deflect, Defend.

The first of these is achieved through limiting the
speed approaching traffic can build up through
changes to the layout of the road network, adding
traffic calming features such as chicanes and
speed bumps and creating pedestrianised areas
and buffer zones which demarcate traffic.

Then, specialist kerbing systems can be specified
to deflect oncoming vehicles back on to the road
and away from the public. 

Finally, architects should consider reinforced land-
scape furniture such as planters, seating, litter bins,
cycle stands and bollards fortified with PAS 68/IWA
14.1 cores.

Protecting against hostile vehicle attacks while
avoiding creating an environment of fear is a 
delicate, but not impossible, balancing act. 
Seamlessly incorporating security features in the
design process is an effective way of achieving
this. The potential societal and commercial
impacts of barriers and concrete blocks mean
they’re not a sustainable permanent solution.
Ensuring public spaces are attractive, welcoming,
accessible, and, above all, safe is essential going
forward. 
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Criminal ram raids cost the public and private 
sectors millions of pounds in damages every year.
But, up until now, there has been no tested and
proven standard for an assured security product
to protect against this risk. Roger Knight, Marshalls’
Head of New Product Development and Engineer-
ing for Landscape Protection, explains what the
new PAS 170 standard will provide and the benefits
for businesses and government organisations.

The rise in vehicle-borne terror attacks triggered a
rethink in how central government, local authorities
and businesses protect people, buildings and
infrastructure. The result has seen planners and

security advisers place a strong focus on redesigning
road layouts in heavily pedestrianised areas and
installing perimeter protection that can stop a
rogue vehicle travelling at high speed. 

However, the growing number of criminal ram
raids on commercial property across the UK and
Europe, particularly on retail outlets and ATMs,
poses a different challenge. The most recent 
European ATM Crime Report found that criminal
attacks on ATMs increased by 80% year-on-year in
the first half of 2016. In the UK, the Association of
Convenience Stores found that the sector
incurred more than £8m in damages from ATM

A new security standard for
criminal vehicle impacts
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In many situations where there 
is a criminal threat, such as a 
shop front, retail park or ATM,

businesses and local authorities may
only need security products that

mitigate against vehicles travelling
at lower speeds, and 

not those manufactured to the 
highest specifications.



ram raids last year, with a further £38m for 
robberies and burglaries, a high proportion of
which involved a vehicle impact. 

Rather than using Landscape Protection products
manufactured to the British Standard Institution’s
(BSI) PAS 68 and IWA 14.1 standards, which have
been installed in major cities across the UK and
Europe to protect against terror attacks, mitigating
against this threat requires a different approach.

PAS 170 – Assuring security products at 
low-speed impacts

For any planner or security expert, it’s vital that the
type of product installed is proportionate to the
risk. In many situations where there is a criminal
threat, such as a shop front, retail park or ATM,
businesses and local authorities may only need
security products that mitigate against vehicles
travelling at lower speeds, and not those manu-
factured to the highest specifications.

The government has introduced Publicly Available
Specification (PAS) 170 to address this need – a
new set of tested and proven standards that will
ensure organisations can access an assured security
product for this level of threat. The impact of 
this change will be significant as before now, no
regulation of this type existed and the only 
lower-rated products available were ‘anti-ram’.

PAS 170 delivers a testing standard for vehicles of
up to 2.5 tonnes travelling at between 10 and 20
mph – significantly lower than the regulations
developed to mitigate against vehicle-borne
terror attacks (PAS 68 and IWA 14.1), where the
testing weights typically range from 1.5 tonnes to
7.5 tonnes for speeds of either 30, 40 or 50mph. 

This can provide organisations with a number of
benefits. Roger Knight, Marshalls’ Head of New
Product Development and Engineering for Land-
scape Protection, said: “The lighter weights and

vehicle speeds mean that product manufacturers
are able to conduct a greater number of tests with
a wider range of vehicles. 

“Together with being more cost-effective, the new
standard will provide an organisation with more
choice when it comes to picking the right type of
security product for a particular space. There a
large number of scenarios were there could be no
requirement to consider a product that can stop
a 7.5-tonne articulated lorry travelling at 50mph.”

Unlike previous anti-ram solutions, new products
tested and certified by PAS 170 will provide 
businesses and local authorities with assurance
and proof of performance for the first time. While
this will help protect commercial property, using
security approved by a government standard will
also help reduce insurance premiums.

Following our latest round of testing at the
HORIBA MIRA crash test centre, Marshalls now has
four bollard cores that have been tested to the
PAS170 standard and passed. All four were tested
using a 2,500 trolley, with one using the impact of
a vehicle travelling at 20mph, with the others at
10mph. Each one achieved a penetration distance
of under two metres – the limit for securing the
certification. 

While it offers greater flexibility in specifying security
measures, this new requirement is not intended
to replace any element of the full-scale vehicle
impact test methods, which were created and
designed to mitigate against a vehicle-borne 
terrorist threat using unmodified commercial
vehicles. These standards are set by the Home
Office and Office for Security & Counter-Terrorism,
together with key agencies the Centre for the 
Protection of National Infrastructure (CPNI) and
the National Counter-Terrorism Security Office
(NaCTSO). They were developed to help govern-
ment organisations assure levels of protection
against intentional or accidental vehicle impacts
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and ensure defences were customised to the risk
profile of a specific site, such as a town square or
high street. 

Bespoke products to mitigate criminal activity 

We understand that different businesses and organ-
isations require bespoke Landscape Protection
products. With this in mind, customers can work
with Marshalls to integrate the new PAS 170 stan-
dards into different solutions, ranging from planters
and seating through to bollards. This enables us to
develop the right solution for the space that offers
a combination of both safety and aesthetics.

Whether government organisations or businesses
are looking to mitigate against vehicle attacks
linked to either terror or criminal activity, the key
consideration is ensuring that the type of product
they specify is proportionate to the level of threat.
For the first time, planners and security specifiers
will have the flexibility to procure an assured, 
certified product to mitigate against threats 
from lighter vehicles travelling at between 10 and
20mph intent on criminal damage or burglaries.
This, in turn will offer organisations a cost-effective
method of protecting people certified to official
standards that also take design and aesthetics into
account. l
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